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Wireshark

Introduction

¢ v

®  Wireshark IU?LLﬂiJJﬁWM%'UI‘UﬁJﬂ%JULLaﬁLﬂi’wwuaiJuaUULﬂ%@‘lj’lEJ (Feuiu Etherreal)
® Wireshark is the world’s foremost and widely-used network protocol analyzer
® Deep inspection of hundreds of protocols, with more being added all the time

® Live capture and offline analysis
Packet Capture

® Packet Capture - N1SANTUVBYAUULATEVY
® Packet Analyzer - Miudasayaiidndulalveglusuuuuiwilalane

® Packet Sniffer - Wsunsudwsulvindusazudasveyalaeviluwuu Promiscuous mode

packet application {(e.g., www
analyzer browser, ftp client)

Transport (TCP/UDP)
Network (IP)
Link (Ethernet)
Physical
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Wireshark Placement
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¢ Correct - Port Spanning
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Installation

® Download

https://www.wireshark.org/download.html
Wireshark-4.2.6-x64.exe

¢ Setup

Install
+ Npcap
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Capture packet

®  $97989U Network card LLay IP

ipconfig /all

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description

Physical Address.

DHCP Enabled. e
Autoconfiguration Enabled

IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires

Default Gateway .
DHCP Server .

DNS Servers .
NetBIOS over Tcpip.

®  Supu Wireshark

®  Network interface @sansalyanduveya

Wireshark

Intel(R) Ethernet Connection (14) I219-LM
46-E5-17-4B-76-A2

: Yes
: Yes

192.168.1.117(Preferred)
255.255.255.0

17 nsngien 2566 13:34:07

18 nsngeu 2566 13:34:04
192.168.1.1

192.168.1.1

192.168.1.1

Enabled

‘ The Wireshark Network Analyzer

Am 7 ® RNE Qe EF S '

= "\

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

O

y (=) T
SRCN

[l |A|J|JI‘,.-' a display filter ... <Ctrl-/=

=3 | Expression...

Welcome to Wireshark

Capture

...using this filter: [ |Enter a capture filter ...

'] All interfaces shown ~

| Ethernet

Moo A AN e A A AN AN A |

Local Area Connection* 8

Local Area Connection* 9

VirtualBox Host-Only Network Il

Local Area Connection* 7

Ethernet 2

Adapter for loopback traffic capture =AM AMARcrm oo

Learn

User's Guide * Wiki * Questions and Answers -

# Ready to load or capture

Mailing Lists
You are running Wireshark 3.0.5 (v3.0.5-0-g752a55954770). You receive automatic updates.

|| No Packets

|| Profile: Default
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® Select Network interface

Capture > Options

M Wireshark - Capture Interfaces ? X
Input Output Options
Interface Traffic Link-layer Header Promis_Snaplen  Buffer (i Monitc Captur
>| Ethernet Ethernet [ default |2 —
Local Area Connection® 8 _ Ethernet [ default 2 —
Local Area Connection* 9 _ Ethernet ] default 2 —
> VirtualBox Host-Only Network _ Ethernet Il default 2 —
Local Area Connection® 7 _ Ethernet ] default 2 —
Adapter for loopback traffic capture BSD loopback O default 2 —
> Ethernet 2 _ Ethernet Il default 2 —
< >
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: [ |Enter a capture filter ... ']
Start | | Close | | Help |
.
a U U
¢ L13uUAnU Packet
Capture > Start (Ctrl+E)
= <
° Wasudwases Teacher
ping ?
U U
¢ uyanNaU Packet
Capture > Stop (Ctrl+E)
® Result
¥ =
" 983NNy ICMP @y
No. Time Source Destination Protocol Length Info
1 08.000000 192.168.1.117 58.97.45.176 TP 54 5459 + 443 [ACK] Seq=1 Ack=1 Win=1024 Len=0
28.935914 DiWnetTec_d. Broadcast ARP 64 Who has 192.168.1.1177 Tell 192.168.1.1
3 8.935916 DWnetTec_t Broadcast ARP 64 Who has 192.168.1.133? Tell 192.168.1.1
48.935916 DinetTec_t Broadcast ARP 64 Who has 192.168.1.185? Tell 192.168.1.1
5 8.935946 46:e5:17: DnetTec_dc:4e:18 ARP 42 192.168.1.117 is at 46:e5:17:4b:76:a2 [r—
6 0.936098 DiWnetTec_t Broadcast ARP 64 Who has 192.168.1.1@47 Tell 192.168.1.1
78.936209 DWnetTec_c Broadcast ARP 64 Who has 192.168.1.1017 Tell 192.168.1.1
80.936734 DinetTec_t : Broadcast ARP 64 Who has 192.168.1.217 Tell 192.168.1.1
98.951275 192.168.1.117 67.227.186.229 e 66 5460 > 80 [SYN] Seq=0 Win=64240 Len=0 M55=146@ WS=256 SACK_PERM
16 1.130020 192.168.1.117 139.226.86.156 BT-DHT 145 BitTorrent DHT Protocol
11 1.206859 67.227.186.229 192.168.1.117 TP 66 8@ + 5460 [SYN, ACK] Seq=@ Ack=1 Win=29200 Len=0 M55-1452 SACK_PERM W5=256
12 1.207144 192.168.1.117 67.227.186.229 P 54 5460 + 88 [ACK] Seq=1 Ack=1 Win=262656 Len-8
13 1.208128 192.168.1.117 67.227.186.229 e 1506 5460 » 80 [ACK] Seg=1 Ack=1 Win=262656 Len=1452 [TCP segment of a reassembled PDU]
14 1.208128 192.168.1.117 67.227.186.229 HTTP 1308 POST /reql HTTP/1.1
15 1.357834 139.226.86.156 192.168.1.117 BT-DHT 341 BitTorrent DHT Protocol reply=8 nodes
= 16 1.448196 192.168.1.117 192.168.1.1 e 74 Echo (ping) request id-8x@0@1, seq-9/2304, ttl-64 (reply in 17)
- 17 1.440820 192.168.1.1 192.168.1.117 IcHe 74 Echo (ping) reply  id=8x@001, seq=9/2304, ttl=64 (request in 16)
18 1.465442 67.227.186.229 192.168.1.117 TP 60 80 + 5460 [ACK] Seq=1 Ack=1529 Win=32256 Len=0
19 1.501119 67.227.186.229 192.168.1.117 HTTP 344 HTTP/1.1 200 (text/plain)
20 1.550804 192.168.1.117 67.227.186.229 P 54 5460 + 88 [ACK] Seq=1529 Ack=291 Win=262480 Len=0
21 2.455658 192.168.1.117 192.168.1.1 IcHe 74 Echo (ping) request id=8x0001, seq=10/2560, ttl=64 (reply in 22)
22 2.456642 192.168.1.1 192.168.1.117 IcHp 74 Echo (ping) reply  id=0x0001, seq=10/2560, ttl=64 (request in 21)
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¢ Display Filter - icmp

Wireshark

No. Time
16 1.440196
17 1.440820
21 2.455658
22 2.456642
26 3.470834
27 3.471539
28 4.487009
29 4.487712

Source
192.168.1.117
192.168.1.1
192.168.1.117
192.168.1.1
192.168.1.117
192.168.1.1
192.168.1.117
192.168.1.1

Destination
192.168.1.1
192.168.1.117
192.168.1.1
192.168.1.117
192.168.1.1
192.168.1.117
192.168.1.1
192.168.1.117

e AINUANIYVDIVDLA

Protocol  Length Info

e
e
e
e
ICHP
le,
e
e

74 Echo (ping) request
74 Echo (ping) reply
74 Echo (ping) request
74 Echo (ping) reply
74 Echo (ping) request
74 Echo (ping) reply
74 Echo (ping) request
74 Echo (ping) reply

id=0x0001,
id-0x0001,
id=0x0001,
1d=0x0001,
1d=0x0001,
id=0x0001,
id-0x0001,
1d=0x0001,

5eq=9/2304, ttl=64 (reply in 17)
5eq=9/2304, ttl=64 (request in 16)

5eq=10/2560,
5eq=10/2560,
seq=11/2816,
seq=11/2816,
seq=12/3072,
seq=12/3072,

ttl=64 (reply in 22)
ttl=64 (request in 21)
tt1=64 (reply in 27)
ttl=64 (request in 26)
ttl=64 (reply in 29)
tt1=64 (request in 28)

HEd o)+

Column Description
No. The frame number within the capture
Time - Time from the beginning of the capture to the time when the packet was
captured (seconds)
- awnsawasulaan View -> Time Display Format
Source Source address
Destination Destination address
Protocol Network Protocol
Info Summary for this packet
® Save

U5 NTUUN
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Capture packet Iagl¥ Filter

® Packet Filter

Capture > Options

° \Wasw 192.168.1.117 v ip 209 uA

host 192.168.1.117 and ip proto \icmp

[

PY a A v > a A
ﬁWH%ﬂQ@@QL“jUﬁL‘UH’J

Wireshark

‘ Wireshark - Capture Options

Input Output Options
Interface Traffic Link-layer Header Promi¢ Snaplen Buffer (v Monitor M
Local Area Connection® 5 Ethernet | default 2 —
Local Area Connection® 4 Ethernet |:| default 2 —
Local Area Connection® 3 Ethernet |:| default 2 —
Ethernet . default 2 —
Ethernet 4 ) Ethernet | default 2 —
Adapter for loopback traffic capture A BSD loopback [l default 2 —
Ethernet 2 Ethernet | default 2 —
< >
Enable promiscuous mode on all interfaces Manage Interfaces...
Capture filter for selected interfaces: l_ |host 192.168.1.117 and ip proto \icmp %] '] Compile BPFs

° Sufndu Packet
Capture > Start (Ctrl+E)

° Wasudupdas Teacher

ping ?

°  NYARNIU Packet
Capture > Stop (Ctrl+E)
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®  Result
(W [ropy o cly er — < ] ) ] ] =+
o Time Source Destination Protocol  Length  Info
1 0.000000 192.168.1.117 192.168.1.1 IcMe 74 Echo (ping) request id=0x0001, seq=1/256, ttl=64 (reply in 2)
2 8.900795 192.168.1.1 192.168.1.117 P 74 Echo (ping) reply  id=@x0001, seqs=1/256, ttl=64 (request in 1)
3 1.015668 192.168.1.117 192.168.1.1 ICHP 74 Echo (ping) request id-@x0001, seq=2/512, ttl-64 (reply in 4)
41.016701 192.168.1.1 192.168.1.117 IcHP 74 Echo (ping) reply  id=8x@001, seq=2/512, ttl=64 (reguest in 3)
5 2.020017 192.168.1.117 192.168.1.1 ICHP 74 Echo (ping) request id=0x0001, seq=3/768, ttl=64 (reply in 6)
6 2.929932 192.168.1.1 192.168.1.117 e 74 Echo (ping) reply  id=@x0001, seq=3/768, ttl=64 (reguest in 5)
7 3.044004 192.168.1.117 192.168.1.1 IcHP 74 Echo (ping) request id-@x@0@1, seq-4/1024, ttl-64 (reply in 8)
8 3.045099 192.168.1.1 192.168.1.117 IcHP 74 Echo (ping) reply  id=8x@@@1, seq=4/1024, ttl=64 (request in 7)

Filter options

®  A999 MAC address

ether [ src | dst ] host MAC
ether host 00:08:15:00:08:15

® N394 Ethernet data type

ether proto [ \ip | \arp ]
ether proto \arp

® An994 IP address

[ src | dst ] host IP
host 192.168.0.1

®  N983 TCP/IP protocol

ip proto [ \icmp | \tcp | \udp ]

ip proto \icmp

® N33 Port

[ tecp | udp ] [ src | dst ] PORT
tcp port 80

* nsadalmgly and, or, not

host 192.168.1.2 and (port 25 or port 110)
host 192.168.1.2 and not port 80
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