wieluladdumnesidauasnisuszene PuTTYgen

PuTTYgen
O AUIBERRIOR
® Asymmetric Cryptography (Private/Public Key)

Encrypting Decrypting
L]

&
- 1

e

Text ﬁ Text
Plain text @" Cipher Text Plain text
°
Public Key Recipient's Private Key

® SSH Authentication

1. Server Authentication:
Server Provides its Identity to the Client
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2. User Authentication:
Client Provides User’s Identity to the Server
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Private key

1. Waluswnsy PUTTYGen
puttygen.exe

2. @393%aLuy EJDSA algorithm

Ei_" Key Generato ? X

File Key Conversions Help

Key
MNo key.

Actions
Generate a public/private key pair 2 Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
{RSA () DSA () ECDSA 1 @EdDsA ()SSH-1(RSA)

Curve to use for generating this key: Ed25519 (255 bits) ~
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E PUTTY Key Generator

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Move Mouse

Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
RSA DSA ECDSA

Curve to use for generating this key:

Generate
Load

Save public key Save private key

EdDSA SSH-1(RSA)
Ed25519 (255 bits)

B PUTTY Key Generator
File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

-

ssh-ed25519 AAAAC3NzaC1IZDITNTESAAAALIB+8X0mma0y9eG3i5Ubvslg 724 Xjw/37veP c5AGHzN eddsa-key-
20250622
Key fingerprint: |ssh-ed25519 255 SHAZ256:EDxBvyhY TsVRKgjgud TizBXKIRyGEhgFK8zD 7P ogAZs

Key comment leddsa-key-20250622

Key passphrase: |

Confirm passphrase: |

Actions
Generate a public/private key pair
Load an existing private key file
Save the generated key

Parameters

Type of key to generate:
(RSA () DSA

Curve to use for generating this key:

() ECDSA

Generate
Load

Save public key 3 Save private key

(C)SSH-1(RSA)
Ed25519 (255 bits)

(@ EdDSA
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PuTTYgen Warning
Are you sure you want to save this key
! without a passphrase to protect it?
4 Yes No
E Save private key as: x
« v 4 » ThisPC > WRK(D:) » PuttyKey v U Search PuttyKey R
Organize ~ New folder = 0
Documents “ Name Date modified Type Size
FreeFileSync
No items match your search.
Grade-Project-2!
NetwaorkSecurity
NewDocument
Nithi-iPhone-02-
Nithi-Pics-13-06-
OneDrive
Portable
PuttyKey
Snftwara < >
File name: | somchai 5 w
Save as type: | PuTTY Private Key Files (*.ppk) e
~ Hide Folders Cancel
gj -ﬂl ' ! v ! o U ¥ .
*  Jupeud 4 lula Passphrase (sWanudn3ulvau Private Key)
Using username "somchai”
Authenticating with public key "eddsa-key-20240626"
g ! = .
* Tunsaifla Passphrase Wle login
Using username "somchai™
Authenticating with public key "eddsa-key-20240626"
Passphrase for key "eddsa-key-20240626": [hidden]
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Public Key

1. Uuitn public key iiolafu OpenSSH uw@snes

PuTTYgen

New text file > somchai.pub > Paste "ssh-ed25519 AAAAC3 ..."

E PuTTY Key Generator

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:

Copy

ssh-ed25519 AAAACINzaC11ZDITNTESAAAAIIB+rEX0mmaOydeG3ibUbvblg 724X w/3 /vzP c5AGKzZN eddsa-key-

Key fingerprint | ssh-ed25519 255 SHA256:EDxBvyhY TsVRKgjgud TizBXKIRyGohqFK8zD 7P ogAZs

Key comment eddsa-key-20250622

Key passphrase: |

Confirm passphrase: |

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
(IRSA () DSA (JECDSA

Curve to use for generating this key:

Generate
Load

Save public key Save private key

(@ EdDSA () S5H-1(RSA)
Ed25519 (255 bits)

2. @l authorized keys Wiaiu public key vudsHnes

" login WEINLIDIAE username/password

= asslaisnmes (dot thnwn)
mkdir .ssh

= asslila
nano .ssh/authorized keys

" 779 public key nlvia somchai.pub

= Juiinlna

3. winaesn sk public key vasaudu Tuiunsluussindald
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