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https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

Putty

® PuUTTY a free and open-source terminal emulator

WU Server

1. WUalUswnsy PUTTY

putty.exe

2. @519 Session 11y

E® PUTTY Configuration ? >
Category:
E-S:ession | Basic options for your PuTTY session |
Q--{.;rﬁiﬁg:ng Specify the destination youwant to connect to
- Keyboard Host Name (or IP address) Paort
- Bell 1 |niﬂ1i.cs.psu.ac.ﬂ1 ||22 |
- Features i
£ Window Connection type:
- Appearance @®ssH  ()Serial () Other | Telnet v
- Behaviour
- Translation Load, save or delete a stored session
Eﬂ--ge:ecﬂon Saved Sessions
- Colours —
£3-Connection 2 |n|ﬂ1|—password |
- Data Load
....Proxy —
- Serial : j
.. Telnet Delete
- Rlogin
- SUPDUP
Close window on exit
() Always () MNever {®) Only on clean exit
About Help Open Cancel
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= 1
LUdUND Server
% PUTTY Configuration ? >
Category:
—|-Session Basic options for your PuTTY session
~Logging Specify the destination you want to connect to
= Terminal P y
- Keyboard Host Name (or IP address) Port
- Bell |nithi.cs.psu.ac.th | |22
- Features ]
© Window C_onnectlon tyf:ue. )
.. Appearance @®ssH  ()Seral ()Other |Telnet v
- Behaviour
- Translation I‘} Load, save or delete a stored session
+-Selection Saved Sessions
- Colours |nithi- assword |
—I-Connection i
- Data Default Settings Load
1
- Save
Delete
C_Iose window on exit )
(O Aways () Never (@ Only on clean exit
About Help Cancel
B nithi@nt: ~ >

# login as:Znithi
#* Pre-authentication banner message from server:

) All connections are monitored and recorded
Disconnect IMMEDIATELY 1if you are not an authorized user!

nithi@nithi.cs.psu.ac.th's password:

I

I

I

I

I

I

I

I

I

I

I

|

#* End of banner message from server
o

Welcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.8.0-136-generic x86_64)

Documentation: https://help.ubuntu.com
* Management: https://Tandscape.canonical.com
Support: https://ubuntu.com/pro

system information as of sat Jul 25 04:43:35 pMm +07 2026
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5149 Private/Public key
1. {UalUsunsy PUTTYGen

puttygen.exe

2. @51959fALUU EADSA algorithm

Ei_" Key Generatc ! X

File Key Conversions Help

Key
No key.

Actions
Generate a public/private key pair 2 Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(RSA (O DSA () ECDSA 1 ®@EdDsA ()58H-1{RSA)

Curve to use for generating this key: Ed25519 (255 bits) w
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E PUTTY Key Generator

File Key Conversions Help

Key

Please generate some randomness by moving the mouse over the blank area.

Move Mouse

Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
RSA DSA ECDSA

Curve to use for generating this key:

?
Generate
Load
Save public key Save private key
EdDSA SSH-1(RSA)
Ed25519 (255 bits)

3.

Yuiin Private key

B® PUTTY Key Generator

ile Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

-

ssh-ed25519 AAAAC3INzaC1IZDIINTESAAAAIJB+EX0mma0y3eG3i5Ubvblq724Xjw/37vzP c5AGXzN eddsa-key-

20250622

Key fingerprint: |ssh—ed25519 255 SHA256:EDxBvyhY TsVRKgjgud TizBXKIRyG5hgFK8zD7PogAZs |
Key comment |eddsa-key—20250€22 |
Key passphrase: | |

Confirm passphrase: |

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
(RSA (O DSA () ECDSA

Curve to use for generating this key:

Generate
Load
Save public key 3 Save private key
(@ EdDSA ()558H-1(RSA)
Ed25519 (255 bits)
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4. lula Passphrase (sWanudusulusnu Private Key)
PuTTYgen Warning
Are you sure you want to save this key
! without a passphrase to protect it?
4 Yes Mo
Using username "somchai”
Authenticating with public key "eddsa-key-20240626"
* Tlunsainla Passphrase e login
Using username "somchai™
Authenticating with public key "eddsa-key-20240626"
Passphrase for key "eddsa-key-20240626": [hidden]
5. Uuiinvelna
E Save private key as: x
«— v 9 > ThisPC > WRK(D:) > PuttyKey v O | Search PuttyKey R
Organize ~ New folder f= - e
Documents “ Name a Date modified Type Size
FreeFileSync
Mo items match your search.
Grade-Project-2:
NetworkSecurity
NewDocument
Nithi-iPhone-02-
Nithi-Pics-13-06-
OneDrive
Portable
PuttyKey
Snfhwiarae < >
File name: | somchai 5 -
Save as type: | PuTTY Private Key Files (*.ppk) .
~ Hide Folders Cancel
{15 nruun 5/ 11
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6. Tufin public key titelafiu OpenSSH UWESHIES

Copy "ssh-ed25519 AAAAC3 ..."

New text file > somchai.pub > Paste "ssh-ed25519 AAAAC3 ..."

B PuTTY Key Generator ? >

File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
ssh-ed25519 AAAAC3INzaC1IZDITNTESAAAAIIB+BX0mma0y3eG3ibUbvblg724Xjw/37vzPchbAGXzN eddsa-key-

Copy

Key fingerprint | ssh-ed25519 255 SHA256:EDxBvyhY TsVRKgjgud TizBXKIRyGohgFK8zD7PogAZs

Key comment: | eddsa-key-20250622

Key passphrase: |

Confirm passphrase: |

Actions
Generate a public/private key pair Generate
Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(RSA ()DsA (ECDSA (@ EdDSA () 85H-1(RSA)

Curve to use for generating this key: Ed25519 (255 bits) ~

7. a%wi‘wﬁ authorized keys WiaAu public key UU server
" logHWL%HL%§WLaa§éﬁﬂ username/password
= a5slasnnes (dot thu)
somchai@ntlab:~$ mkdir .ssh
= asslila
somchai@ntlab:~$ nano .ssh/authorized_keys
= aﬂqpubUckeyﬂWﬂTWésonmhaLpub
= Yudinlia
8. Wasuwlasdnsmslaanulng

somchai@ntlab:~$ chmod 700 "/home/somchai/.ssh"
somchai@ntlab:~$ chmod 600 "/home/somchai/.ssh/authorized_keys"
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Wiy Server 19/ Private/Public key

% PUTTY Configuration ?
Category:
5--Session Basic options for your PuTTY session
i Logging ) .
& Terminal Specify the destination you want to connect to
- Keyboard HostMName (or IP address) Port
- Bell 1 |nimi.cs.psu.ac.l‘h ||22
- Features .
& Window Connection type:
- Appearance @®ssH  (OSerial (O)Other. | Telnet
- Behaviour
- Translation Load, save or delete a stored session
Ea--ge:ection Saved Sessions
- Colours —
&1 Connection 2 |nn‘h|—;::r|‘\aratekew,|r |
- Data Default Settings Load
- Proxy ﬁ“‘“ﬂ-mtc_
- Serial :
- Telnet Delete
- Rlogin
- SUPDUP
Close window on exit:
() Always () Never {®) Only on clean exit
About Help Open Cancel
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%R PUTTY Configuration ? x
Category:
EI--S_ession Data to send to the server
¢ “Logging ) ) [
& Terminal Login details
- Keyboard Auto-login usermname 4 |niﬂ1i |
E:I'clztures When username is not specified:
= Window (@ Prompt () Use system usemame (Nithi)
~Appearance Terminal details
-- Behaviour
- Translation Terminal-type string |xterm |
- Selection Terminal speeds |384{}{]'384{}{]' |
--Colours

=-Connection
3B

- Proxy
H-SSH

- Sernal

- Telnet

- Rlogin

- SUPDUP

About Help

Environment variables

Variable |

|| Add

Value |

| Remove

Cancel

ﬁ PuTTY Configuration

Category:

[=-Session ~
~ “Logging

= Terminal

- Keyboard

- Features
=-Window

- Appearance
- Behaviour

- Translation
[H-Selection

- Colours

= Connection

- Data

- Proxy

Credentials to authenticate with

Public-key authentication
Private key file for authentication:

- Bell 6 |D:\PuTTY‘;id_ed25519.ppk |

Certificate to use with the private key (optional):

Plugin to provide authentication responses

Plugin command to run

Browse_ .

Browse_ .

Cancel

PUuTTY
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\Wauda Server #7¢ Private/Public key

% PUTTY Configuration ? >

Category:

-Session Basic options for your PuTTY session

i _I_:;rl;;)iﬁg:ng Specify the destination you wantto connectto

- Keyboard Host Name (or IP address) Port

Bell | |22
_"w-i-aneoe‘lLures Connection type:

.. Appearance @®ssH  (Serial ()Other. | Telnet v

- Behaviour

- Translation Load, save or delete a stored session

+-Selection Saved Sessions

. Colours | |
—I-Connection

.. Data Default Settings Load

nithi-passwaord
1 E—
Delete

Close window on exit:

(JAways () Never

About Help Cancel

@ nithi@nt; ~ - O >

&= Using username "nithi”.
#* Pre-authentication banner message from server:

] All connections are monitored and recorqed[
Disconnect IMMEDIATELY if you are not an authorized user!

# End of banner message from server
£ Authenticating with public key "nithi@psu.ac.th"
wWelcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.8.0-136-generic x86_64)

Documentation: https://help.ubuntu.com
* Management: https://Tandscape.canonical.com
* support: https://ubuntu.com/pro

system information as of sat Jul 25 05:00:48 pm +07 2026
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Settings

Reset Configuration

putty.exe -cleanup

Change Font

Session > Load > Default Settings

Category:

ﬁ PUTTY Configuration

=-Session
] Logging
=- Terminal
] Keyboard
Bell
Features
Window
Appearance
Behaviour
Translation
[+-Selection
i Colours
é Connection
Data
Proxy
[+-58H
Serial
Telnet
Rlogin
SUPDUP

| Basic options for your PuTTY session

Specify the destination you wantto connectto
HostName (or IP address) Port

|[z2

Connection type:

@SSH OSeHaI Oomer: Telnet

Load, save or delete a stored session
Saved Sessions

Close window on exit
O Always (O Never (@) Only on clean exit

About

Help

Open Cancel

Window > Appearance > Change

Translation

Selection
" Colours
=-Connection
Data

Serial
Telnet
Rlogin
SUPDUP

About

Help

#2 puTTY Configuration ? X
Category:
g Session Configure the appearance of PuTTY's window
Logging
- Terminal Adjustthe use ofthe cursor
! Keyboard Cursor appearance:
Bell (@ Block (O Underline (O Vertical line
Features [ cursor blinks

Font setings
Font used in the terminal window

Font Lucida Consale, 14-point

|| Allow selection of variable-pitch fonts

Font quality:
() Antialiased (O) Non-Antialiased
(O ClearType @ Default

Adjustthe use ofthe mouse pointer

I:‘ Hide mouse pointer when typing in window

Adjust the window border

Gap between text and window edge: l:l

I:‘ Sunken-edge border (slightly thicker)

Open Cancel

Session > Save
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Command Line

¢ login-password.cmd

@ECHO OFF
START putty.exe nithi.cs.psu.ac.th -1 nithi -pw password

¢ login-privatekey.cmd

@ECHO OFF
START putty.exe nithi.cs.psu.ac.th -1 nithi -i id_ed25519.ppk
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