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®  Wireshark Tusunsudnsulusndu LLaﬁmﬁwmagauuLﬂ%ﬂm (Foiu Etherreal)
®  Wireshark is the world’s foremost and widely-used network protocol analyzer
® Deep inspection of hundreds of protocols, with more being added all the time

® Live capture and offline analysis

Installation

® Download

https://www.wireshark.org/download.html

Wireshark-4.2.7-x64.exe

®  Install

+ Npcap
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Packet Capture

® Packet Capture - M3ANTUVBYAUULATOUY
® Packet Analyzer - miuUasveyananiulalveglusuuuuiiilalane

® Packet Sniffer - Waunsudgmsuluanduuaruuaeyalnevitnuluwuu Promiscuous mode

packet application {(e.g., www
analyzer browser, ftp client)

Transport (TCP/UDP)
Network (IP)

Link (Ethernet)
Physical

toifrom network toffrom network

AUNUIEINSU Capture packet

* luaunsa capture

Client

Ethereal Laptop

Server

918 NeuUn 2/8



aemslyulusunsy

®  @1u130 capture Tnely Hub
<

~  External =
Q Network
>

Router
=

Switch

Switch

q Hub

= |

Ethereal Laptop Server

® @158 capture Tagles Swith (Port Spanning)

< >
C E)tterntﬁf ‘% I:l
inork | ;

_ } (lient

Router

Switch

Ethereal Laptop Server

Wireshark

3/8



aemslyulusunsy

Capture packet

® |54 Wireshark

® Network interface #3au130l¥AnIuoYA

‘ The Wireshark Network Analyzer

# Readyto

- O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am:® RE QesEF IS QAQAQAE
[l |A|J|JI‘,.-' a display filter ... <Ctrl-/> =3 | Expression...
Welcome to Wireshark

Capture

...using this filter: [ |Enter a capture filter ... '] All interfaces shown ~

I Ethernet A A N AN AN A I

Local Area Connection* 8

Local Area Connection* 9

VirtualBox Host-Only Network Il

Local Area Connection* 7

Ethernet 2

Adapter for loopback traffic capture =AM AMARcrm oo

Learn

User's Guide *+ Wiki - Questions and Answers * Mailing Lists

You are running Wireshark 3.0.5 (v3.0.5-0-g752a55954770). You receive automatic updates.

load or capture || No Packets

|| Profile: Default

+
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® Select Network interface

Capture > Options

M Wireshark - Capture Interfaces ? *

Input Output Options

Interface Traffic Link-layer Header Promis_Snaplen  Buffer (i Monitc Captur
»| Ethernet B Ethernet default |2 —
Local Area Connection* 8 _ Ethernet [ default 2 —
Local Area Connection® 9 _ Ethernet ] default 2 —
VirtualBox Host-Only Network _ Ethernet ] default 2 —
Local Area Connection® 7 _ Ethernet ] default 2 —
Adapter for loopback traffic capture BSD loopback O default 2 —
Ethernet 2 _ Ethernet ] default 2 —

< >

Enable promiscuous mode on all interfaces Manage Interfaces...

Capture filter for selected interfaces: [ |Enter a capture filter ... '] Compile BPFs

®  SUANJU Packet
Capture > Start (Ctrl+E)

®  VAdU ping

ping www.google.com

°  vgARNIU Packet
Capture > Stop (Ctrl+E)
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° L
NAANT
M Ethernet - m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 20  DREQe«w=F s Eaaqmp
. <Ctrl-/ -+
No. Time Source Destination Protocol Lengtl Info L~
19 3.069911100 192.168.1.187 224.0.8.7 upP 242 8@@1 > 8001 Len=200
20 3.134907800 192.168.1.99 192.168.1.1 DNS 74 Standard query @x56cb A www.google.com —
21 3.149856700 192.168.1.1 192.168.1.99 DNS 202 Standard query response @x56cb A www.google.com A 142.251.156.11
— 22 3.154652900  192.168.1.99 142.251.156.119 ICMP 74 Echo (ping) request id=0xP0@01, seq=144/36864, ttl=64 (reply in
- 23 3.176899400  142.251.156.119 192.168.1.99 ICMP 74 Echo (ping) reply id=8xB081, seq=144/36864, ttl1=113 (request
24 4.168197700  192.168.1.99 142.251.156.119 ICMP 74 Echo (ping) request id=0x8@01, seq=145/37120, ttl=64 (reply in
25 4.185336700  142.251.156.119 192.168.1.99 ICMP 74 Echo (ping) reply id=0xP@81, seq=145/37120, tt1=113 (request
26 4.498884700 142.250.204.166 192.168.1.99 TLSv1.2 178 Application Data
27 4.513959800 192.168.1.99 142.250.204.166 TLSv1.2 124 Application Data, Appﬁcation Data
28 4.532019100 142.250.204.186 192.168.1.99 TCP 60 443 > 49198 [ACK] Seq=125 Ack=71 Win=1036 Len=0
29 4.540454500 DWnetTechnol_dc:4e:.. Broadcast ARP 64 Who has 192.168.1.125? Tell 192.168.1.1
30 4.540455700 DWnetTechnol_dc:4e:.. Broadcast ARP 64 Who has 192.168.1.124? Tell 192.168.1.1 e
31 4.5404562080 DWnetTechnel_dc:4e:.. Broadcast ARP 64 Who has 192.168.1.114? Tell 192.168.1.1 w
£ >
Frame 22: Packet, 74 bytes on wire (592 bits), 74 bytes captured (592 bi 70 8 2b dc 4e 18 d@ 8e 79 16 92 d9 ©8 90 45 8@ p-+-N yooees E-
Ethernet II, Src: Dell 16:92:d9 (d@:Be:79:16:92:d8), Dst: DWnetTechnol 3c 89 7e @@ BZ 40 01 83 c5 @ a8 @1 63 8e Th <.~ bsf
3 77 98 00 4c cb 90 @1 00 92 61 62 63 64 65 66 “we oL -abcde
Int t Prot 1 Vi 4, Src: 192.168.1.99, Dst: 142.251.156.119 .
MESIFEE IREESER, WERSHED Gp SIRE o 8 68 69 6a 6b 6c 6d 6e 6F 7@ 71 72 73 74 75 76  ghijklmn opgrstu
Internet Control Message Protocol 61 62 63 64 65 66 67 68 69 wabcdefg hi
<] >« >
O 4 wireshark_EthernetZR16S3.pcapng Packets: 108 - Dropped: 0 (0.0%) Profile: Default
P V=
YUNN
v
[
AIMUNUYVNVDLA
. .
Column Description
No. The frame number within the capture
Time - Time from the beginning of the capture to the time when the packet was

captured (seconds)

_ anunsaEeulaain View -> Time Display Format

Source Source address

Destination Destination address

Protocol Network Protocol

Info Summary for this packet
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Display Filter
¢ LEANRNIG icmp
E empl__| [[BE3 -+
No Time Source Destination Protocol Lengtt Info
— 22 3.154652900 192.168.1.99 142.251.156.119 ICMP 74 Echo (ping) request id=0xB0@1, seq=144/36864, ttl=64 (reply in 23)
— 23 3.170899400  142.251.156.119 192.168.1.99 ICMP 74 Echo (ping) reply id=0x0001, seq=144/36864, tt1=113 (request in 22)
24 4.16819776@  192.168.1.99 142.251.156.119 ICMP 74 Echo (ping) request id=8xBB@1, seq=145/37128, ttl=64 (reply in 25)
25 4.185336700  142.251.156.119 192.168.1.99 ICMP 74 Echo (ping) reply id=0x0001, seq=145/37120, ttl=113 (request in 24)
100 5.174194108  192.168.1.99 142.251.156.119 ICMP 74 Echo (ping) request id=exPP@l, seq=146/37376, ttl=64 (reply in 101)
101 5.191382308  142.251.156.11%9 192.168.1.99 ICMP 74 Echo (ping) reply id=0x0001, seq=146/37376, ttl=113 (request in 100
102 6.192264108  192.168.1.99 142.251.156.119 ICMP 74 Echo (ping) request id=6xPP@1, seq=147/37632, ttl=64 (reply in 1@3)
103 6.210353300  142.251.156.119 192.168.1.99 ICMP 74 Echo (ping) reply id=0x0001, seq=147/37632, ttl=113 (request in 182
o
Capture Filter
[} T o
ANIURNIE ICMP
) . L
‘ Wireshark - Capture Options - [} x
Input Output Options
Interface Traffic Link-layer Header Promisct Snaplen (B) Buffer (MB) Monitor Capture Filter
Local Area Connection* 11 Ethernet O default 2 —
Local Area Connection* 9 Ethernet | default 2 —
Local Area Connection* 7 Ethernet | default 2 —
> Bluetooth Network Connection Ethernet O default 2 —
> Wi-Fi Ethernet O default 2 —
b3 Local Area Connection* 12 Ethernet O default 2 —
> Local Area Connection* 1 Ethernet ] default 2 —
> Ethernet 5 Ethernet O default 2 —
b3 Ethernet Ethernet ..\ Edefault 2 = ip proto \icmp
> Adapter for loopback traffic capture BSD loopback O default 2 —
> Ethernet 3 Ethernet | default 2 —
® Event Tracing for Windows (ETW) reader: etwdump DLT_ETW — default — —
< >
[ enable promiscuous mode on all interfaces Enable monitor mode on all 802.11 interfaces Manage Interfaces...

Capture filter for selected inten‘aceg [ ‘ ip proto \icmp

[E3 -]
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#29819 Capture Filter

® A599 MAC address

ether [ src | dst ] host MAC
ether host 00:08:15:00:08:15

® N3 Ethernet data type

ether proto [ \ip | \arp ]

ether proto \arp

® A999 IP address

[ src | dst ] host IP
host 192.168.0.1

¢ n5939 TCP/IP protocol

ip proto [ \icmp | \tcp | \udp ]

ip proto \icmp

® A399 Port

[ tcp | udp ] [ src | dst ] PORT
tcp port 80

° nsaslmgle and, or, not

host 192.168.1.2 and (port 25 or port 110)
host 192.168.1.2 and not port 80
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